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On April 20, 1998, the Federal Communications Commission ("Commission")
released a Public Notice requesting comment on the scope of the assistance capability
requirements of the Communications Assistance for Law Enforcement Act ("CALEA") raised
by the Center for Democracy and Technology ("CDT") Petition for Rulemaking under
Sections 107 and 109, filed March 26, 1998 ("CDT Petition") and the Department of Justice
("DOJ") and the Federal Bureau of Investigation ("FBI")(collectively, "DOJ") Joint Petition
for Expedited Rulemaking, filed March 27, 1998 ("DOJ Petition").! AT&T Corp., for itself
and AT&T Wireless Services, Inc. ("AWS"), (collectively "AT&T"), pursuant to

Section 1.405 of the Commission's Rules, 47 C.F R. §1.405, submitted comments urging the

1 Public Notice, DA 98-762. In the Matter of Communications Assistance for Law
Enforcement Act, CC Docket No. 97-213 (released April 20, 1998) (the "Public Notice")
at 4.
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Commission to reject DOJ's proffered rule and punch list of expanded surveillance capabilities
and to support the narrow reading of CALEA's requirements that Congress intended as
embodied in the JSTD-025, the industry "safe harbor" standard.?

First, AT&T joins the overwhelming consensus reflected in public comment
that DOJ's punch list goes too far. For its part, DOJ produced no legal rationale in its
capability comments for its expansive reading of CALEA, choosing instead to comment on the
petitions and earlier responses of others in this Docket.? Industry and other public
commenters have made a compelling case that the DOJ punch list of capabilities is not
required by CALEA, whereas DOJ has made only a showing of how beneficial the capabilities
would be to future surveillance, plainly not a recognized tool of statutory construction to aid
the Commission in its task. Thus, there is little substance from DOJ in its capability comments
regarding the scope of the assistance capability requirements that warrants reply here.

Two points, however, do warrant additional comment. First, industry has
supported uniformly a remand of any changes to the industry standard that the Commission

might find necessary. DOJ has opposed it because, in essence, they want the Commission to

2 AT&T also requested that the Commission frame its order adopting a standard carefully
to ensure that only covered telecommunications carriers are affected. In particular,
AT&T asserted that its Cellular Digital Packet Data ("CDPD") service is not subject to
CALEA's capability requirements, because it permits users to retrieve stored information
from information storage facilities and provides net protocol conversion processing, along
with Internet access, and thus qualifies as an "information service."

3 See DOJ Comments Regarding Standards for Assistance Capability Requirements, CC
Docket No. 97-213, filed May 20, 1998 [hereinafter "DOJ Comments"].



enact into rule the technical solutions they desire rather than submit high level requirements to
the consensus process of industry standards-making. The Commission should consider the
role DOJ asks it to play -- standards broker for an incredibly diverse communications industry
-- and the delay such a process will cause in implementing any required changes to the
standard. If the Commission requires any modifications to the standard -- and AT&T urges
against it on the substantive grounds set out in its initial comments -- then the Commission can
and should expect the industry to faithfully and expeditiously implement them.

Second, Section 107 requires the Commission's capability rule to provide for
the most cost-efficient implementation of CALEA, minimize impacts on subscriber rates and
protect the privacy of communications not authorized to be intercepted. DOJ does not even
address these Section 107 factors in their comments. This is emblematic of DOJ's disregard
for the cost of compliance and their desire to obtain the enhanced surveillance services they
desire at the expense of subscribers and a growing, competitive telecommunications industry.
In the event that the Commission determines that any punch list feature is required, it should
conduct a thorough review of the DOJ proposed rule to ensure that the rule complies with the

Section 107 requirements.

I THE COMMISSION SHOULD REMAND ANY REQUIRED
STANDARDS DEVELOPMENT TO TR-45.2

In its comments, AT&T strongly supported remand of any changes to the

industry standard to TR-45 2, the committee that drafied the industry standard in the first



place.* Industry overwhelming supported this approach.?

Conversely, DOJ complains that a remand "would gratuitously delay
promulgation of adequate standards."¢ The argument is unfathomable because TR-45.2
drafted the current industry standard and would be best situated to ensure that any of the
Commission's changes are faithfully implemented and compatible with the basic document.
Further, DOJ's proposed rule has been criticized roundly for its lack of technical merit or
clarity.” The Commission should not put itself in the position of reconciling technical
comments from all segments of industry when a more efficient process is available.

DOJ further protests that CALEA does not expressly permit a remand to

4 Comments of AT&T Corp. Regarding Scope of CALEA Capabilities, CC Docket No.
97-213, filed May 20, 1998, at 15-17 [hereinafter "AT&T Comments"]. Unless
otherwise noted, all comments referenced herein are filed under CC Docket No. 97-213.

3> See, e.g., Comments of AirTouch Communications, Inc., filed May 20, 1998, at 27
[hereinafter "AirTouch Comments"]; Comments of the Cellular Telecommunications
Industry Association Regarding the Scope of CALEA Capability Requirements, filed May
20, 1998, at 18-22 [hereinafter "CTIA Capability Comments"}; Comments of Nextel
Communications Inc., filed May 20, 1998, at 13 [hereinafter "Nextel Comments"];
Comments of the Personal Communications Industry Association, filed May 20, 1998, at
6, Comments of PrimeCo Personal Communications, L.P., filed May 20, 1998, at 22;
Comments of SBC Communications Inc., filed May 20, 1998, at 16, Comments of the
Telecommunications Industry Association, filed May 20, 1998, at 29 [hereinafter "TTIA
Comments"]; and Comments of US West Inc., filed May 20, 1998, at 31.

¢ DOJ Comments at 26.
7 CTIA Capability Comments at 19 and Exhibit 1 thereto. Of course, this logic has not

detained DOJ in making their arguments in favor of a broad interpretation of CALEA for
call-identifying information or the other wiretap administration capabilities DOJ seeks.




industry.® The simple answer is that the Commission can rely on TR-45.2 for the technical
standards development and then adopt the result by rule after public comment. The
Commission can set a reasonable timeframe for the committee and require regular reports of
progress to ensure adequate oversight should any concern be raised about the speed of
progress. Thus, there is no impediment to remanding modifications, if any, to TR-45.2.

Of course, much depends on the clarity of any requirements the Commission
might establish. We have seen evidence of how the failure to provide clear requirements on
the punch list items has delayed the Enhanced Electronic Surveillance ("ESS") process. The
impediment to date in development of standards for DOJ's punch list through the ESS process
initiated by industry to meet law enforcement's desire for advanced surveillance features has
been DOJ's failure to articulate its requirements. In particular, the DOJ has failed in its role as
the editor of the ESS standard by not producing the basic requirements in text form so that

contributions by committee members may be submitted against it.> However, rather than

8 DOJ Comments at 24.

?  AT&T provides the Chair of the ESS Ad Hoc, as it did for the development of JSTD-
025. Law enforcement provides the editor of the ESS standard. The editor is responsible
for producing the basic requirements in text form so that contributions by committee
members may be submitted against it. Through this "give and take" process, the
requirements are refined and made specific so that unnecessary development work does
not take place or technical ambiguity result. Only after this "Stage 1" text is refined does
the standards body move to develop the more technical stages of the document and
necessary protocols. This is precisely how JSTD-025 was developed and precisely what
has been expected of law enforcement as editor of the ESS.



acknowledging the role it has played in delaying the ESS process, the DOJ recently has
written two letters which remarkably protest its treatment in that process.!0

It is not surprising, however, that DOJ has been reluctant to proceed in the
normal course of the standards process. They are not interested in refining their requirements

to eliminate ambiguity. Rather, despite Congress' express prohibition in CALEA,!! the DOJ is

interested in dictating the technical implementation. After all, DOJ has stated that the punch
list capabilities "can be implemented in only one way, and the proposed rule . . . represents the
only means of satisfying the capability in question."!? The Commission should not be party to
this attempt to circumvent CALEA's requirements by giving into the DOJ's demand that the
Commission publish DOJ's proposed standard as the proposed rule for comment.
Notwithstanding the failure of law enforcement to take full advantage of the
ESS process to advance standardization of the punch list, industry still views the process as
necessary and valuable. If the Commission decides that any of the punch list items are
required -- a decision AT&T urges against -- then standardization through the industry

standards setting process already is underway. If the Commission rejects law enforcement's

10 See DOJ letter to Cheryl Blum, Chair, TIA Subcommittee TR-45.2 dated June 1, 1998,
and DOJ letter to Peter Musgrove, Chair, TIA TR-45.2 ESS Ad Hoc Group, dated June
1, 1998. Attached hereto as Exhibit 1.

It Section 103 of CALEA precludes law enforcement from dictating the design of any
facilities, equipment, services, features or system configuration. 47 U.S8.C.

§ 1002(b)(1)(A). DOJ Comments at 27.

12 DOJ Comments at 6.




claims, as it should, then industry still will proceed with the ESS process to make available, if
technically feasible, the advanced surveillance services law enforcement desires and is willing
to purchase in the ordinary course. Thus, rejection of law enforcement's claims does not mean
that the surveillance features they desire will never be available.!3 Accordingly, any new
requirements, deletion of existing capabilities or errata to the standard should be remanded to

TR-45.2.

. SECTION 107 FACTORS MUST BE CONSIDERED ON THE
RECORD

AT&T joins other commenters that note the absence of any factual record to
support adding DOJ's punch list to the industry standard.'* Not only has the case not been
made to support the need for the punch list, but the record actually establishes that the punch
list will be extraordinarily complex and expensive to implement.!3 This is precisely why the

Commission, if it decides that any modification to the standard is necessary, must then engage

13 Tt is also noted that electronic surveillance continues today and that rejection of the punch
list in no way will impede it. Indeed, if JSTD-025 were validated today by the
Commission, electronic surveillance would be brought into the digital age quickly. DOJ's
efforts to insinuate that JSTD-025 is some sort of step backwards for law enforcement
should be rejected completely. AT&T specifically joins CTIA in its explanation of the
benefits of the standard and how thoroughly it meets the requirements of Section 103 of
CALEA. See CTIA Capability Comments at 6.

14 See e.g., Nextel Comments at 4; TIA Comments at 22.

15 See, e.g., AirTouch Comments at 9; Comments of Sprint Spectrum L.P. d/b/a Sprint PCS
at 6.



in an on-the-record review to ensure that the changes are the most cost-efficient means of
implementing CALEA.

AT&T also understands that DOJ continues to assert to the Commission that
network-based, instead of switch-based, solutions to CALEA are or will be available to
carriers within the compliance date, citing Bell Emergis and ADC NewNet as examples. 16
AT&T Wireless Services has been informed that the ADC NewNet solution is NOT CALEA-
compliant today and will NOT be capable of providing JSTD-025 functionality until at least
the end of 1999.

It may well be that network-based solutions, alone or in combination with
switch modifications, will prove cost-efficient or technically sound. However, there is no
record to support these claims. The Commission should require, as part of fulfilling its

Section 107 requirements, that an inquiry into so-called network-based alternatives be

16 See DOJ Ex Parte Presentation to Commission dated June 4, 1998. DOJ actually argues
that any extension granted a carrier must terminate as soon as any CALEA solution is
available. Thus, it serves DOJ's purpose in the extension proceeding to make such claims
when the record absolutely refutes their assertions. Ameritech, in its extension petition,
for example disclosed that it had advised the FBI in writing that the Bell Emergis solution
was not technically feasible and offered to provide the detailed technical report of the
reasons for the deficiency. See Petition for Extension of Time by Ameritech, filed
April 24, 1998 ("Ameritech Petition") at 6. Bell Emergis itself has informed the
Commission that a network-based solution is NOT currently feasible without switch
alterations. Comments of Bell Emergis - Intelligent Signaling Technologies, filed May 8,
1998, at 3. The real point is that no CALEA-compliant technology will be available
within the compliance period and whether it will be available at all through a network-
based solution remains to be seen. The Commission should ensure that it is seen on the
record.
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considered on the record. No carrier or manufacturer desires 10 go to the cost and expense of

developing a solution that i3 not reasonably achievable.

ML CONCLUSION

For all of the reasons noted above, AT&T continues to urge the Commission

to reject the additional capabilities proffered by DOT and to acknowledge the industry

standard ax a safe harbor for cartiers. Should the Commission require any modifications to

the standard, those changes should be remanded to TR-45.2, but not before the Commission

establishes a record to support that the changey will indeed ensure the most cost-efficient

implementation of CALEA.

June 12, 1998

By
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Respectfully submitted,

AT&T Corp.

Mark C, Rosenblum

Ava B. Kleinman

Seth 8. Gross

Room 3252F3

295 North Maple Avenue

Basking Ridge, New Jersey 07920
(908) 221-4432

Douglas I. Brandon

AT&T Wireless Services, Inc.
Fourth Floor

1150 Connecticut Ave.
Washington, D.C. 20036
(202) 223-9222
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EXHIBIT 1



U.S. Department of Justice

Federal Bureav of Investigation

CALEA Implementation Section
14800 Conference Center Drive, Sulte 300

Chantily, VA 20151

June 1, 1998

Ms. Cheryl Blum

Chair, TIA Subcommittes TR45.2
Lucent Technologics

1000 &, Warrenville Road
Naperville, Hllinois 50566

Doyr My. Bhum:

Receatly there bias been some confusion regarding procedires employed at
the ad hoc ggoup dealing with Enhanced Surveillance Services (ESS). This may have led
10 possible ineﬂrciencies aad misunderstandings in the group. I think you may be able to
offor some claxification in this regavd. I wenld appreciate your assistance in corracting
some mis-pereeptions conoerning documents contribured by the Federal Bureau of
Investigarion (FBI) CALEA Implementation Section (CIS) to the ESS Ad Hoc Group in
Tucgon Arizona, and in Key Waest, Florda, 1wonder if you would explain the
procedures used m vhe enginsering comuities regarding submission of contributions.

At the Tucson meeting, represeatatives of CIS submitted Appendix 1 of
the Deparnnent of Tustice (DOJ) and FBY's Federal Communications Comupiasion (FCC)
Pcudon to the BSS Ad Hoc Group far consideration. Howaver, the gvoup indicated that
such detailed information belonged in stages two and three of PN-4177, which they were
not ready to address yet. Bowing to the wishes of ths group, the contribution wag
disposcd of us “for information enly.” Because this documnent was provided at the
request of the group on such short notice, it did not have the cover sheet that We normally
provide, However, since that date the ad hoc group has not acknowledged that the
cobtribution was submitted by CIS. I'm sure that yau recall hoth yourself and my
repregentaiives to the ad hoe proup had asked Mr. Petar Musgrove, the ESS ad Hoc
Group chair, at the outset to document the proceedings of that group. We would
appreciate confirmution that this matter has been documented accurately. 1 have
‘enclased the following copics of all law.enforcement contributions to



s, Cheryl Blum

s BSS Ad Floc Group to help you complete your records:

TRAS5.2.ES6/98.03.10.03  Luw Bnforcement Identified Capabllitics
TR45.2. E88/98.01.10.04 Law Brforcement Identified Capabilities-Additional

- : Recammendations _
TRAS.2 ES5/98.03.1005  Law Eaforcament Editorial Recommendations
TR45.2.E85/98.04.14.03  PN.4177 Recommended Buscline Document
TR4S.2 ESG/08.04.14.07  FBI Petition to the FCC: Appendix 1 “Proposed

. . Fral Rule”

TR4S.2 BS8/98.05.04.02  Law Enforcemant Stage 1 Recommendations
TR45.2588/98.05.04.08  PN-4177 Working Document
TRAS 2 KES/98,05.04.11 Letter fiom Mr. H. Michael Warren to Mr_ Peter Musgrove

At the Tusson and Key Wept mostings, soveral grembers of industry had
requested eonfivmation that participants in the meetings could recommend changes to
PN-4177 throogh verbal comments during the meetings. Mr. Musgrove hud stated that
uril the document was voted as bageline text, any verbal inputs sould be used to amend
ihe worling document, However, contraty to that posirion, the group had gtated that only
written statemepts from law enforcement would be acceptable, In addition, abthough
soveral detuiled techaics] contributions have buan subemitted by law enforcement and not
fiully uddressed, the group contegds thit Jaw énforcoment bas not provided
comprehonsive conttibitlons, At the same timw, the group is requesting that law
ectforesment eonsent to allow the ad hoc group to write the technical specifications for
lew enforcement. Such cuntradictory actions appesy confisaing at the least and Jeave
significany questiony on the part of law eaforcement.

Furthermore, the ad hac group épent contiderable time at the last meeting
drafting s letter to tw.  This cbvipusly causad valuable tims and resources to be removed
from crafting FX3-4177 itself. The intent of that letter wag to get law eaforccinent to vote
on A costrbition to the standard prior to that text being adegquately sddressed and
supported by the group. Such & request xppears to be a deviation from the usual
siandardy process and denics the industry aad law epforcement the opportunity o
wodarsrand end regpopd to the implirations of the cholee af words used to state the
specification. The leck of endorsement by members of the group to the statements
attached to that letter may indicate a lack of full undarstanding and agreement on the

rechmoal detafls. Tt would be mppreciared if you could clarify whet progedures are to be
ugetl in the BESS Ad Hoc Group to produce a gtandard.

W ayw also cancerped abovt statements by individuzls in the group thar
lawor enforcetdent is somehow delaying the standards process. The fact that the group
used much of the lust mestipg editing a’letter yather than puttibg specifications into PN-
4177 yaises questions about the work plan for the group and the focus on technical
speeifications. Any comments or suggestions froin any part of the telecomsmunications
industry or your paticipating members may be directed to CIS outside the meeting. This

2




s, Cheryl Blurg

woitld hulp maintain foeus in the ad Joe itself and wxy facilitate efficlent progress toward " -
the standard. CI8 remains commitied to eddressing any concerns brought te its attention
~ and will coptinue to contribute in good faith to the standards process in the normal

fashion :
Sincerely,
e AM [l S
H. Michssl Warren
Seninr Project Mansger/Chielf
Enclosares (7) '




e ; U.S. Dapsartment of Justice
Federel Bureau of [nvestigation

CALEA Inplementation Secton
14800 Conference Centar Drive, Suite 200
© Chantilly, VA 20151

June 1, 1998

Mr. Peter Miugrove

Chuir, TIA TRAS 2 BSE Ad Hoc Group
AT&Y Wircless Services

5000 Canllon Point

Kirkland, WA 98033

Doar M. Musgrave:

A youd laow, it iy in the beat inzerest of the telecommunicutions industry
and law enforcement to move towurd a tuchnical stindard which addresses all issues
reluxed 1o CALEA as quiskly vs possible, As chair of the Eohanced Surveillines
Services (BSS) Ad Hoc Group, it is incumbent upan you to ensure the timely defivery of
a proposed studurd for the Subcomemittee TR45.2 1o ballor. Cartain recent actions of the
ed hoc group leave me with quastions about the process baing used by the ad hoe group.
While industry representetives to the ad hoe group poitit to lavr enforcement as having a
slowing effcet on the work, I note that mgwhcfdzemmrumtmwﬁngwuwodto draft
a letrer you signed, which containy factual errors and misrepresents my pazticipumn in

the Tucson ESS mecting. 1 would ke to take this opportugity to sddress certain of thase
issues.

: Ax the outsat of this BSS process, you committed to keeping an accurate
record of the process uod the details of moving toward the ESS standard. May I provide
tho following details that will asgist in elarifying thet record:

. Law eaforcemont representatives have cleatly and repeatedly ser forth the
position that the nine punch list requirements ape considered part of -
CALEA. We continue to pasticipate in this industry standards effort while
the FCC works on the proposed rule for CALBA capability,

- In sy May S, 1998 Istter.to you, [ stated that law enforcement continyes
to support the nine mmch list requirements as stated in our patition to the
FCC. That petition contains & proposed rule that together with I-STD-02$
provides all the indormation needed to develop a standard,



My, Peter Musgrove

At the March 10, 1598 meeting in Augtin, Taxas, the BSS Ad Hoc Group

chose not to addregs the dstailed requiremznts provided in contribution 3
from FBY-CIS.

At the April 14, 1998 meeting in Tucson, Arizona, the ESS Ad Hoc Group
chose ot to address the Appendix 1 from our FCC peutmn that FBI-CIS
subraitted ay contribntion 7.

AttheAxml. 14, 1998 meeting in Tutson, ssvers reprasentatives from the

jodustry provided their opisions on the five standardized interfaces. In
thet roeeting I was dlear that I did not agree with those voiced opinions.
However, yoi state in your Jatter that it was impossible to fimit the
number of inverfices. Your characterization that an agreement wes made
at thn Tuoson meeting is incpnfect and should be retcacted.

- Contributions to the ESS standards process clearly show that law
enforcement has coptriuted significant input for the ad hog group (30-40
orpanixatioms prescnt at each of the mestings):

= Orgnniﬁiinn Number of- Cumulative Pages
Contributions Coniributed

CTIA . 1 document i 1 page
Synacor Technology 5 documeants 30 pages
Nortsl 2 documents 10 pages
Sicmensy 3 documents 15 pages
Lucent Technologios 2 documents 7 pages
SBC Tuchnology Resaurces 1 document 1 page
Perkins Coie 1 document 3 pages
FBI-CIS B docuinents 83 pages

You have stated in several meetings that verbal comments to PN-4177 -

wauld be uccepted, yet the group has stated that it would not scoept verbal
commentd from law enforcement reprasentatives.

You have stated that the group can submit Stage 2 and Stage 3
contributiens ip parallel with Stage 1 contributions, but to date hone of the
_ Stuge 2 or Stage 3 text proposcd by law enforcement has been addressed,



ir. Pekoy Musgrave

The BES Ad Hoc Group spent much of the last meetog helping o draft
the lattor you seat to me and the attuchmeant to that letter. This was time during which no
substanco was added to the PN-4177 working dociument. This shift of focus awzy from
teckmienl and engineedng discussiona is unlikely to assist in expeditions movement
toward ¢ standard, The appacent inteut of that Jetier was to get law enforcement to vote
on & contiibution to the stunderd prinr 1o that text being sdaquately addressed and
suppotved by the gronp. Such a request appeuts to be ¢ deviation from the usual

. Standards process and dentes the industry end law eafarcement the opportunity to
undersiand gnd respond ta the implications of the choics of words used to state nach
specification. ‘The lack of sgdorsement by members of the ESS Ad Hoc Group to the
staternents attached to that letter may indicate & fack of full underatanding and agreement
on the technicel derails.

It would assict g9 & grest deal iFyou would clarify the following within the
ad hoe group: . :

. Correot the vegord to idearify PBI-CIS 28 the anthor of contribution 7 at
the Tueson mueting,

v Clarify whether written contributions aw: the sole basis for changes to
PN-4177.

. Clanifywhether it is necessary for FRI-CIS to vote on the contents of
PIN-4177 prior to freezing of the standerd.

Ajs you ana sav by the shove, law enforcement cofmues to make good
Teith cffores to participate in the prosess according to industry rules, Any cormments oy
suggestions from ihy pert of the telecommunications industry or your participaring
raembers Dy be directed o CI5 ovtside the meeting.  This would help msintain focs in
tie ad hoo itsclf and may facilitate efficient progeess toward the standard, CI5 remusins
committed to addressing any concenny brought to its attantion and will contimie to
contribute in good faith to the standards process in the normal feshion.

Sinceraly,

AL

Bl Michas! Warren
Scnior Preject Mansger/Chief

co! Cheryl Blun, TR45.2, Chair
Wayae Ze=uch, T1S1 Chair
Aok Chattegjee, T1P1 Chair
John McDonough, T1IM1 Cheir
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I, Rena Martens, do hereby certify that on this 12th day of June, 1993, a
copy of the foregoing "Reply Comments of AT&T Corp. Regarding Scope of CALEA
Capabilities” was served by U.S. first class mail, postage propaid, to the parties listed on

(he attached service list.
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Rena Martens
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